FOXHILL PRIMARY SCHOOL

Headteacher - Mrs S Thomason
28™ March 2025

Dear Parents / Carers

We have become aware that some children in Key stage 2 have a You Tube channel with followers.
Holding an account on You Tube has an age restriction of aged 18, or 13 with parental permission.

This is a concern for several reasons: whether parents are aware; the strangers children may be
connecting with; what children are publishing; whether they are sharing personal information and the
commenting they may be exposed to from followers.

We have gathered together some advice and recommendations from various Internet Safety
organisations for your consideration.

Our School websites includes helpful resources for Parents in relation to safety online, and those
relating specifically to You Tube are attached below. These include the safer versions You Tube
provides, such as You Tube Kids and Restricted Mode.

Yours,

Mrs Dean
E-Safety Leader

& © ) https://www.foxhillprimaryschool.co.uk/parentesafety A DA 9

Eoxhill Primary: School

Excellence, Inclusion, Enfoyment

About Us Information

? CLICK CEOP
Internet Safety

@ common
sense
media
Quickly check the
suitability of Apps, games
& film Safer You Tube options
for children
Controlling your child's device from your own
F FOR PARENT.
ST S -

www.foxhillprimaryschool.co.uk/parentesafety



http://www.foxhillprimaryschool.co.uk/parentesafety

Family options for
YouT

From YouTube Xads (o the
youngest children. to the
supenased options for pre-

teens, explore the gpitons bere.

Safer You Tube options
for children

APPLY RESTRICTED MODE

For older children, Restricted Mode is an
ogtlopcl setting that Preventq YouTube from cmsoﬂm
showing inappropriate material (such as drug

and alcghol abuse, graphic violence, and sexual
content) to underage viewers. To prevent children
from chancing across age-inappropriate content
on the platform, we would recommend enablin
Restricted Mode on each device that they use t
access YouTube. It's worth also turning the
auto-play feature off, to prevent YouTube's
algorithy qutomuticgu?l recommending
something inappropriate.

CONSIDER YOUTUBE KIDS

It's possible to sidestep most inappropriate
content completely via Google's own YouTube
Kids app for Android handsets and iPhone. This
lets you filter content by “preschool” (4 and
under), "younger" (ages 5 to 8) and "older"
(ages 9t012). This Isn't a perfect substitute for
personal supetrvision, as the app's filtering
system is automated, and Google can’t manually
review all videos,

https://www.youtube.com/myfamily/

TRY GOOGLE FAMILY

Creating a Google Family account allows

parents and carers to monitor what their

child is watching, uploading, and sharing

with other users. It will also display their

recently watched videos, searches, and
recommended videos. In general, a Google Family
account gives a parent or carer oversight of how
their child uses sites like YouTube and helps to
ensure that they are only accessing appropriate
content,

CHECK PRIVACY SETTINGS

YouTube gives users the option of uploading
videos as ‘private’ or ‘unlisted’ - so they
could be shared exclusively with family and
friends, for example, Comments on videos
can also be disabled and channels that a
child is subscribed to can be hidden. If the
child is only upIoodincI; videos set as
‘J)rivate’, they are far less likely to receive
irect messages from strangers.

| LIIT SPENDING

MONITOR ENGAGEMENT

YouTube is the online viewing platform
of choice for billions of people, manr of
them under 18. Younger children will watch
different content to older ones, of course.

You may want to keep an eye on how

children interact with this material - and,

if applicable, with content creators - to t
understand what they're interested in.
Remember that creators often share content
outside of YouTube, so don't ignore their web @
presence elsewhere!

Although YouTube is free, it does offer some :
in-ogp purchases. For example, users can rent {(,

and buy TV shows and movies to watch, If you'e
like to avoid children purchasing content online,
limit their access to online payment methods,
Mony;arents have discovered the hard way that
a chil happi|¥ consuming a paid-for series
quickly leads to an unexpected bill!
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INAPPROPRIATE CONTENT

ouTube Is free and can be accessed via
umerous devices, even without creating

g YouTube account, Some content Is
lagged as ‘age-restricted’ ?wquirln the
ger to be log?e Into an account with @
erlfied age of 18), but children can still
lew soma mildly Inappropriate content.
hig can Include profanity and violence,
hich some young users may find
psetting,

ouTube recommends videos
eolated to what the user has previously
atched on their account, diming to
provide content that will interest them,
his Is intended to be helpful but it can
nlso lead to binge-watching and screen
addiction - especially if 'auto-play' is
nctive. Users without an account are
hown popular videos from the last 24
ours, which might not always be
uitable for children.
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RADICALISATION

ouTube's algorithm tends to promote
ontent that's getting the most traffic - o

Almost anyone with an internet connection knows YouTube. The Google-owned site lets anyone
WHATARE upload videos to be shared around the world, dnd as a result, it's an Incredible resource with Instant
free access to material covering every conceivable topic. But with over 500 hours of video

uploaded every minute, not all of it will be appropriate for young eyes.

’

i

ot of which can be quite extreme. This r
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ouTube isn't regulated like television,

ake news and hateful Ideclogies can
mpressionable minds all too easily.

Remember - the more they watch, the
ore they'll be recommended.
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« CONNECTING WITH
STRANGERS

| YouTube is a social media plotiorm which 4

llows people to interdct with other
usually unknown) users. Account
holders can leave comments on any
video they have access to, as well as
message other users directly. Connectin
with strangers online can potentially lea
to children bolngbox ged to adult
ullying and = in the
worst cases « online predators. If a child
i& creating content themselves, this can
increase the likelihood of them becoming
§ atorget,

| TRENDS AND CHALLENGES (¥

YouTube is teeming with trends and
challenges, some of which are fun to
watch and join in with, Children often find
these immensely entertaining and might
want to try them out, Most challenges
tend to be safe, but many others may
cause physical or emotional harm
children who watch or copy them, The
painful 'salt and ice challenge’ - where
feoplo use these two In?r ients to burn
heir skin = is just one of many examples,
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SNEAKY SCAMMERS o,

The comments sections of popular
content creators regularly have
seammers posing as that Influencer,
attempting to lure users Into clicking on
thelr phishing links, Scommers
Impersonate YouTubers by adoptin
thelr names and profile Images, an
often offer cash gifts or ‘get rich quick’
schemaes, Children may not realise that
these users aren't who they ¢laim to be




